
 

IEEE COMSOC TCCN Newsletter  

http://cn.committees.comsoc.org/                  1/38          Vol. 3, No.1, May 2017 

 

TCCN Newsletter                 

                                                                                                                           Vol. 3, No. 1, May 2017 
 

CONTENTS 
 

Chair’s Message ................................................................................................................. 3 

Director’s Message ............................................................................................................. 4 
Feature Topic: The Internet of Things (IoT) ......................................................... 5 

Editor: Nguyen H. Tran ............................................................................................ 5 

Department of Computer Science and Engineering, .................................................. 5 

Kyung Hee University, Korea. .................................................................................... 5 

Review of: “Key ingredients in an IoT recipe: fog computing, cloud computing, 

and more fog computing”, in Proc. IEEE CAMAD, 2014 ..................................... 7 

By M. Yannuzzi , R. Milito, R. Serral-Gracià, D. Montero, and M. Nemirovsky ....... 7 

Review of: “Smart Items, Fog and Cloud Computing as Enablers of 

Servitization in Healthcare”, Sensors & Transducers, vol. 185, no. 2, pp. 121-128, 

Feb. 2015 .................................................................................................................... 9 

By V. Stantchev, A. Barnawi, S. Ghulam Muhammad, J. Schubert, and G. Tamm .... 9 

Review of: “Learning How to Communicate in the Internet of Things: Finite 

Resource and Heterogeneity”, IEEE Access, vol. 4, Nov. 2016 ........................... 11 

By T. Park, N. Abuzainab, and W. Saad ................................................................... 11 

Interview with Dr. Petar Popovski ........................................................................... 13 

Department of Electronic System, Aalborg University ............................................. 13 

Interview with Dr. YanYong Zhang ........................................................................ 16 

Electrical and Computer Engineering Department, Rutgers University .................. 16 

Interview with Dr. Zhu Han .................................................................................... 18 

Electrical and Computer Engineering Department, ................................................. 18 

University of Houston, Houston, Texas, USA. .......................................................... 18 

Feature topic: Machine Learning for Cognitive Networks: Overview, 

Challenges and Future Directions ......................................................................... 20 

Editor: Dr. Muhammad Zeeshan Shakir ................................................................ 20 

School of Engineering and Computing ..................................................................... 20 

University of the West of Scotland, United Kingdom ............................................... 20 

Email: Muhammad.Shakir@uws.ac.uk ..................................................................... 20 

Review of: “Cognition-Based Networks: A New Perspective on Network 

Optimization Using Learning and Distributed Intelligence”, IEEE Access, vol. 3, 

Aug. 2015 .................................................................................................................. 22 

By M. Zorzi, A. Zanella, A. Testolin, M. De Filippo De Grazia, and M. Zorzi ........ 22 

	
http://committees.comsoc.org/tccn 

http://cn.committees.comsoc.org/


 

IEEE COMSOC TCCN Newsletter  

http://cn.committees.comsoc.org/                  2/38          Vol. 3, No.1, May 2017 

Review of “Machine Learning Techniques for Cooperative Spectrum Sensing 

in Cognitive Radio Networks”, IEEE JSAC, vol. 31, no. 11, pp. 2209-2221, Oct. 

2013........................................................................................................................... 24 

By K. Madushan Thilina, K. Won Choi, N. Saquib, and E. Hossain ........................ 24 

Interview with Dr. Lajos Hanzo ............................................................................ 25 

Department of Electronics and Computer Sciences ................................................. 25 

University of Southampton, Southampton, UK ......................................................... 25 

Email: lh@ecs.soton.ac.uk ....................................................................................... 25 

Interview with Dr. Michele Zorzi and Dr. Andrea Zanella ................................ 28 

Department of Information Engineering ................................................................... 28 

University of Padova, Italy ....................................................................................... 28 

Email: zorzi@ing.unife.it .......................................................................................... 28 

zanella@dei.unipd.it ................................................................................................. 28 

Interview with Dr. Ekram Hossain ....................................................................... 32 

Department of Electrical and Computer Engineering University of Manitoba, 

Winnipeg, MB R3T 5V6, Canada Email: ekram.hossain@umanitoba.ca  Web: 

http://home.cc.umanitoba.ca/~hossaina ................................................................... 32 

Interview with Dr. Shuguang (Robert) Cui .......................................................... 35 

Department of Electrical and Computer Engineering .............................................. 35 

University of California-Davis, Davis, CA, 95616, USA .......................................... 35 

Email: sgcui@ucdavis.edu........................................................................................ 35 

TCCN Newsletter Editorial Board ................................................................................... 38 

TCCN Officers .................................................................................................................. 38 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://cn.committees.comsoc.org/


 

IEEE COMSOC TCCN Newsletter  

http://cn.committees.comsoc.org/                  3/38          Vol. 3, No.1, May 2017 

Chair’s Message 

Dear Fellow TCCN Members,  

I am very happy writing to you for the first time 

as the TCCN Chair in the Newsletter. I would 

like to take this opportunity to introduce to you 

the newly elected officers for 2016 – 2018:  

 

 Chair: Jianwei Huang, The Chinese 

University of Hong Kong, China 

 Vice-Chair Asia Pacific: Lingyang 

Song, Peking University 

 Vice-Chair Europe/Africa: Oliver 

Holland, Kings College London, UK 

 Vice-Chair Americas: Walid Saad, 

Virginia Tech, USA 

 Secretary: Yue Gao, Queen Mary 

University of London, UK 

 

All elected officers have been very active in the 

TCCN community, and some of them have 

served in various TCCN leadership roles during 

the past few years.  

 

We have also appointed several officers during 

the past few months, including: 

 

 Standards Liaison: Oliver Holland, 

Kings College London, UK 

 Student Competition Program: Liqun 

Fu, Xiamen University, China 

 Publicity Board Co-Director (Website): 

Vijay Rao, Delft University of 

Technology, the Netherlands 

 Publicity Board Co-Director (Website): 

Zhijin Qin, Imperial College London, 

UK 

The elected and appointed officers will work 

together to try our best to serve the TCCN 

community.  

For the Newsletter, I am glad that it has become 

an important electronic platform for TCCN 

members to exchange research ideas and 

brainstorm about the future of the community. 

Starting from this issue, TCCN Vice-Chair 

Walid Saad will serve as the Newsletter Director. 

Walid served as a technical editor for the first 

issue of the Newsletter in 2015, and has a great 

passion for the platform. I am sure that he will be 

able to take the Newsletter to the next level.  

We are looking for more volunteers to actively 

engage in various aspects of the TC, including 

but not limited to  

– Organize Special Interest Groups (SIGs) 

(contact: Jianwei Huang, Lingyang Song) 

– Organize special issues for the TCCN 

Newsletter (contact: Walid Saad) 

– Participate in TCCN related standardization 

efforts (contact: Oliver Holland) 

– Contribute to the publicity efforts of TCCN 

(contact: Yue Gao) 

– Involve TCCN in ComSoc conference 

organization (contract: Lingyang Song)  

– Involve TCCN in ComSoc journal special 

issues (contact: Jianwei Huang) 

 

As always, I welcome any suggestions from 

TCCN members regarding how to make TCCN a 

better community. Please feel free to contact me 

at jwhuang@ie.cuhk.edu.hk if you have any 

suggestions.  

 

Thanks and best regards, 

 

 

 

 

     

 

 

 

 

 

 

 

 

 

 

 

 

Jianwei Huang 

 

Chair, IEEE ComSoc TCCN 

IEEE Fellow 

IEEE ComSoc Distinguished Lecturer 

Department of Information Engineering 

The Chinese University of Hong Kong 

http://jianwei.ie.cuhk.edu.hk/ 
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Director’s Message 
  

Cognitive radio networks are at the cusp of a 

major revolution. What started as a paradigm for 

spectrum sharing and dynamic spectrum access, 

grew into a major wireless communications field 

that weaves together multiple disciplines ranging 

from communication theory to machine learning, 

network science, and network science. As such, 

the concept of a cognitive network is rapidly 

evolving from a traditional, spectrum-centric 

perspective to a broader, network-wide 

perspective, in which cognition should no longer 

be restricted to spectrum access but must instead 

span the entire panoply of network functions. 

 

This need for large-scale, intelligent cognition in 

wireless networks coupled with the ongoing 5G 

revolution, is also ushering in numerous 

innovative applications for cognitive radio 

networks that range from smart transportation to 

broad Internet of Things (IoT) ecosystems. In 

order to accompany this major change in 

cognitive networking paradigm, this first issue of 

the TCCN Newsletter of 2017 will primarily 

focus on new analytics and wireless applications 

which are expected to be central to tomorrow’s 

cognitive radio networks. In particular, this 

newsletter will feature two key cognitive radio 

networking topic: a) The Internet of Things and 

b) Machine Learning. For each topic, we have 

gathered a review on innovative new results that 

have appeared in the recent literature. Then, we 

had some stimulating discussions with leaders in 

the fields, in order to provide an in-depth 

discussion on the major technical challenges and 

opportunities in these two central areas of 

cognitive radio networking. 

 

That said, we would like to thank our two feature 

topic editors: Dr. Nguyen Tran from Kyung Hee 

University and Dr. Muhammad Zeeshan Shakir 

from the University of West Scotland, for their 

efforts in arranging the paper reviews and expert 

interviews. Moreover, we want to thank all 

interviewees for contributing their significant 

research works to the two feature topics and 

sharing with us their useful experience and future 

outlook on the area. I would finally like to 

acknowledge the gracious support from the 

TCCN chair, Dr. Jianwei Huang and all TCCN 

officers.  As always, if you have any 

suggestions, feel free to contact me at: 

walids@vt.edu. We hope that you enjoy the 

material provided here! 

 

 

 
 

Walid Saad (S'07, M'10, SM’15) 

(walids@vt.edu) received his Ph.D degree from 

the University of Oslo in 2010. Currently,  he is 

an Associate Professor at the Department of 

Electrical and Computer Engineering at Virginia 

Tech, where he leads the Network Science, 

Wireless, and Security (NetSciWiS) laboratory 

(http://www.netsciwis.com), within the 

Wireless@VT research group. His  research 

interests include wireless networks, game theory, 

cybersecurity, cognitive radio networks, 

unmanned aerial vehicles, and cyber-physical 

systems. Dr. Saad is the recipient of the NSF 

CAREER award in 2013, the AFOSR summer 

faculty fellowship in 2014, and the Young 

Investigator Award from the Office of Naval 

Research (ONR) in 2015. He was the author/co-

author of six conference best paper awards and 

the recipient of the 2015 Fred W. Ellersick Prize 

from the IEEE Communications Society. In 

2017, Dr. Saad was named College of 

Engineering Faculty Fellow at Virginia Tech. 

From 2015 – 2017, Dr. Saad was named the 

Steven O. Lane Junior Faculty Fellow at Virginia 

Tech. He currently serves as an editor for the 

IEEE Transactions on Wireless 

Communications, IEEE Transactions on 

Communications, and IEEE Transactions on 

Information Forensics and Security.

http://cn.committees.comsoc.org/
mailto:walids@vt.edu
mailto:walids@vt.edu
http://www.netsciwis.com/
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Feature Topic: The Internet of Things 

(IoT) 
Editor: Nguyen H. Tran 

Department of Computer Science and Engineering,  

Kyung Hee University, Korea. 

nguyenth @khu.ac.kr

1. Introduction 

 

The Internet of Things (IoT) is revolutionizing 

the ways in which information is shared among 

handheld devices, machines, people and 

networks. The IoT is expected to deliver and 

enable numerous innovative applications and 

services such as industrial automation, healthcare, 

transportation, and manufacturing, among others.   

 

Typically, IoT devices are smart devices which 

can operate and communicate with other devices 

without or with minimal human intervention. 

This, naturally, includes machine-to-machine 

(M2M) communications. As such, the IoT is a 

novel ecosystem that connects different physical 

machines, devices, automobiles, households and 

other things. IoT devices can provide the features 

of remote sensing and processing of currently 

developed networks and infrastructures by 

sensing environmental states and giving 

instructions for future actions which is different 

from traditional sensors. In traditional sensors, 

devices are just responsible for sensing and 

reporting information whereas IoT devices can 

take smart actions based on the dynamics of 

environment. All devices that are a part of IoT 

are equipped with suitable sensing devices and 

communication link to share the collected 

information with each other and with centralized 

location. Enabling this massive interconnection 

will, in turn, require a reliable wireless 

infrastructure, to ensure that all ``things’’ can 

communicate effectively. 

 

2. Benefits of the IoT: 

 

The IoT ecosystem has already been deployed in 

various environments for collecting and sharing 

information in a distributed manner. Some of 

these deployments include agriculture, military, 

healthcare, entertainment and industry.  IoT 

environment can support in collecting 

information and gathering this information at a 

central location for further processing and 

storage.  

The major services stemming from the IoT 

paradigm include smart homes, smart vehicles, 

smart cities, and smart industries. Similarly, the 

IoT can play a vital role in the healthcare 

industry by providing efficient results by 

connecting the healthcare devices and machines 

with the cloud and fog computing environment. 

Through this paradigm better care to the patients 

can be taken and we can achieve higher 

efficiency for the medical staff.  

 

A number of novel services and systems in 

which information gathering and processing is 

required can come into fruition through the IoT 

paradigm.  

 

3. Challenges of IoT  

 

Along with the benefits of the IoT, there comes 

some challenges which are required to be tackled 

for achieving the goals of this domain.   

 

One of the critical challenges is the efficient 

communication among a massive number of IoT 

devices. Communication is the central bridge 

that binds together all the peers and components 

of IoT infrastructure. Efficient wireless 

connectivity between the communicating devices 

can guarantee the proper operation of an IoT 

environment as well as the effective delivery of 

the IoT services.  However, there are various 

challenges in designing a comprehensive 

wireless infrastructure for an IoT ecosystem. 

These challenges include huge data processing, 

stringent QoS requirements, massive scale of the 

system, and diverse nature of devices.   

 

This large volume of information produced by 

IoT devices and networks will require additional 

communication resources, storage resources, and 

computation costs. Thus, traditional approaches 

and resources based on centralized cloud cannot 
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meet the requirements of upcoming IoT 

information tsunami. 

 

In order to deal with the communication, storage 

and processing requirements of the IoT, cloud 

computing along with fog computing can 

provide us an efficient solution. Fog computing 

can locally facilitate the cloud services in a 

distributed way to improve the efficiency of the 

existing cloud infrastructure. Modeling and 

designing the infrastructure, connecting Fog 

computing with IoT is also a critical challenge 

which needs serious attention in future to handle 

the deluge of traffic generated by the IoT devices. 

In many ways communications within the IoT 

must be truly cognitive given the need to share 

the spectrum among massive devices, of 

different types and constraints, and dynamically 

exploit spectrum opportunities in a way to 

maximize rate, minimize latency, and enhance 

reliability. 

 

In the next sections, we review three 

representative works on communications in the 

IoT. The first two works fundamentally argue for 

the use of fog computing as an enabling 

technology to handle the IoT paradigm. The first 

work is specific to scenarios pertaining to 

mobility, reliable control and actuation and 

scalability that requires real time decisions. In 

the second work, the authors present a novel 

architecture that interconnects healthcare IoT 

devices with fog and cloud computing servers 

and addresses the challenges of technical 

complexities, privacy and security issues. Finally, 

the third work presents an innovative learning 

framework that will enable the IoT devices to 

operate autonomously in a dynamic environment. 

Such learning frameworks are key to enabling a 

cognitive operation of the IoT. Following those 

works, we present three interviews with leading 

experts in the fields: Dr. Petar Popovski, Dr. 

Yanyong Zhang, and Dr. Zhu Han. 

 

We hope that you will find this feature topic on 

the IoT useful in spurring research at the 

intersection of IoT, cognitive radio, and wireless 

networks, in general. Finally, I would like to take 

the opportunity to thank all the contributors to 

this feature topic. 

 

            
 

Nguyen H. Tran received the BS degree from 

Hochiminh City University of Technology and 

Ph.D degree from Kyung Hee University, in 

electrical and computer engineering, in 2005 and 

2011, respectively. Since 2012, he has been an 

Assistant Professor with Department of 

Computer Science and Engineering, Kyung Hee 

University. His research interest is applying 

analytic techniques of optimization, game theory, 

and stochastic modelling to cutting-edge 

applications such as cloud and mobile-edge 

computing, datacenters, 5G, and big data for 

networks. He received the best KHU thesis 

award in engineering in 2011 and sereval best 

paper awards, including IEEE ICC 2016, 

APNOMS 2016, and IEEE ICCS 2016. He is the 

Editor of IEEE Transactions on Green 

Communications and Networking. 
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Review of: “Key ingredients in an IoT recipe: fog computing, cloud 

computing, and more fog computing”, in Proc. IEEE CAMAD, 2014 
By M. Yannuzzi, R. Milito, R. Serral-Gracià, D. Montero, and M. Nemirovsky 

 

Objectives of the paper 

The key objectives of this paper is to provide an 

analysis of challenging internet of things (IoT) 

scenarios pertaining to mobility, reliable control 

and actuation, and scalability, especially, in 

dense IoT scenarios that span a large 

geographical area and requires real-time decision 

making. In such scenarios, the traditional 

computing and storage models that were initially 

designed for data centers (i.e., centralized cloud) 

would not be able to cope with the novel 

requirements brought by the IoT devices and 

would fail. Therefore, this work highlights the 

reasons behind Fog Computing being a natural 

platform for IoT, and discuss the unavoidable 

interplay of the Fog and the Cloud for such 

scenarios.  

 

Relevance to the feature topic 

The novel IoT devices would obviously require 

compute and storage capacity for processing and 

storing their data. Moreover, these IoT devices 

would have heterogeneous and stringent 

requirements, i.e., low latency, high throughput, 

prompt decision making based on real-time 

analytics, and different combinations of these 

and other requirements as well. Therefore, the 

challenge here is providing resources to these 

IoT devices such that these heterogeneous 

requirements are fulfilled. However, the 

traditional Cloud Computing solutions would fail 

in numerous scenarios, especially, when the goal 

is to build a general and multipurpose platform 

that can serve a wide variety of IoT applications. 

Therefore, in this work, a platform is presented 

that employs fog-computing as an alley along 

with the traditional Cloud computing that can 

provide resources to fulfil these IoT demands.  

 

Major contributions 

The major contribution of this paper is to provide 

a platform that can handle potential use cases of 

IoT pertaining to mobility, reliable control and 

actuation, and scalability. However, the 

characteristics of these use cases are particularly  

 

problematic to run in a centralized facility, i.e., 

Cloud. Therefore, in this work, fog computing is 

considered along with cloud computing as an 

effective framework to build a scalable IoT 

platform. 

 

 

The use of a fog computing model enables the 

data to be analyzed and processed by local 

devices within the network rather than in a 

centralized cloud. Thus, stringent and 

heterogeneous demands pertaining to compute 

and storage can be fulfilled by placing resources 

at the edge of the network and smartly 

orchestrating and managing them. Moreover, the 

platform should decide whether resources are 

provided by the cloud, the fog, or an adequate 

combination of the two at any given time for an 

IoT device.  

 
 

Fig. 1: The fog computing approach. 

 

Fig. 1 from this work shows the proposed IoT 

platform. This platform is composed of six 

domains, i.e., (1) the domain of the “things” in 

which both fixed and mobile devices and sensors 

exist, (2) the network domain that covers the 

edge, the aggregation, and the core; (3) the cloud 

domain; (4) the service and application domains; 

(5) the users’ domain; and (6) the fog nodes 

through which computing, storage and network 

capabilities are provided by fog-enabled 

elements. These domains possess different 

requirements to the IoT platform, and will 

demand specific actions based on the 

requirements. 

 

Novelty 

The novel proposed IoT platform is capable of 

handling the scenarios pertaining to mobility, 

reliable control and actuation, and scalability. 

For instance, in scenarios where the IoT devices 

or things are fixed, cloud services can be used 

for such a scenario whereas for fast moving 

things, fog infrastructure would be a better 

option for acquiring resources. Similarly, for use 

cases requiring high reliability, compute and 
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storage resources must be placed very close to 

the monitoring and actuation points. Moreover, 

by employing fog infrastructure scalability can 

be achieved due to data aggregation at the edge 

which can run data analytics and make real-time 

decisions.  

 

Key results 

The state of the art technologies cannot be 

tailored to cope with mobile IoT scenarios. 

Therefore, to analyze their capabilities, a set of 

experiments are presented. Three different 

mobility scenarios were considered: i) Mobile 

Node Handover, ii) Process Migration using 

Checkpoint/Restore in User space (CRIU), and 

iii) Mobile Node handover with Process 

Migration.  

 

The first case captures scenarios in which a 

device changes an access point during mobility 

that forces a handover. Currently this challenge 

can be addressed by using the Locator/Identifier 

Separation Protocol (LISP) and Multi-Path TCP 

(MPTCP). The second case includes process 

migration from a domain to a new domain. To 

address this challenge, resource virtualization 

techniques can be used such as LinuX 

Containers (LXC), Docker, or CRIU. The final 

case is a mixture of both the above cases when 

both the mobile endpoint and the process needs 

to be moved. 
 

It was observed that for enabling mobility in IoT, 

considerable advances will be needed to support 

mobility of “things”. Next, providing guaranteed 

reliability and control, actuation is challenging 

considering the existing cloud infrastructure 

especially when the connectivity to the cloud is 

itself unreliable. To handle this challenge, a 

smart combination of Mobile Cloud Computing 

and Heterogeneous networks can probably 

handle and guarantee very low latency for static 

things or devices. However, novel technologies 

are still required for mobile things and users. 

Therefore, the fog infrastructure needs to be 

integrated with the existing technologies to 

handle such scenarios.  

 

Outlook 

Resources such as computation and storage that 

are needed for novel IoT applications must be 

embedded in the network close to the things or 

devices rather than on the cloud. The traditional 

centralized cloud services cannot be tailored to 

handle the complex IoT scenarios. Therefore, the 

fog paradigm needs to be incorporated along 

with the existing cloud infrastructure to support 

heterogeneous requirements of the IoT 

ecosystem.    

 

This trend offers remarkable opportunities, and 

almost naturally exposes the drivers for 

developing fog computing. In this work, it has 

shown that a smart combination of fog and cloud 

computing is potentially the most suitable 

platform that can adapt and scale well for the IoT. 

Furthermore, to enable smart cities, many more 

stringent and complex requirements will arise 

due to the heterogeneous and dense IoT 

deployments. Therefore, further research and 

analysis are required to build an IoT platform 

that can scale and meet these complex 

requirements. Finally, the intertwined challenges 

of wireless resource management and 

management of computing resources must also 

be properly addressed. 
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Review of: “Smart Items, Fog and Cloud Computing as Enablers of 

Servitization in Healthcare”, Sensors & Transducers, vol. 185, no. 2, pp. 

121-128, Feb. 2015 
By V. Stantchev, A. Barnawi, S. Ghulam Muhammad, J. Schubert, and G. Tamm  

 

 

Objectives of the paper 

Cloud computing has been applied to various 

IoT domains in order to get benefit from the 

hierarchical and layered structure based data 

flow from end users to centralized servers. One 

of these applications can be healthcare where 

patient data can be stored, accessed and 

processed in real time manner for better health 

services. This paper applied fog computing and 

cloud computing concepts in healthcare to 

provide appropriate QoS to healthcare patients.  

 

Fog computing architecture can support the 

integration of health data models and other 

healthcare applications for better patient 

adherence. Data from patients who are the end 

users is gathered with IoT devices and is 

delivered to fog and cloud services for storage 

and processing.  

 

The main objective of this paper is to provide an 

architecture interconnecting healthcare IoT 

devices with fog and cloud computing servers 

while covering the challenges of technical 

complexities, privacy and security issues. The 

OpSit project based architecture of smart sensors 

is the basis of this paper.  

 

Relevance to the feature topic 

IoT devices have been applied to various 

domains including military, agriculture, 

industries and security for huge data gathering in 

distributed manner. Healthcare is also a major 

application of the IoT as wearable devices or 

other medical instruments, and smart items can 

be used to get instantaneous patient health 

information.  

 

Collecting this wide information at a single 

centralized location is a challenge due to factors 

such as healthcare privacy and compliance issues.  

 

This paper successfully applied and mapped the 

IoT usage and application in healthcare domain 

and couple it with fog and cloud computing 

architecture.  In order to fully utilize the IoT in 

healthcare systems, fog computing is essential as 

fog devices can provide the local processing and  

 

 

 

storage services to sensors before accessing the 

cloud servers while reducing the overall service 

latency.  

 

Major contributions  

The primary contribution and objective of this 

research work is to establish an architecture 

model connecting IoT healthcare devices with 

Fog and Cloud computing layers. The authors 

proposed a service oriented architecture where 

all communication between different nodes is 

enables using wired as well as wireless channels.  

 

In addition to the architecture model, the authors 

mapped the model with traditional healthcare 

process by taking a use case of medical data 

record. The main components of the proposed 

architecture model include the communication 

connections and processing functions.  

 

For the communication links, wireless support is 

provided to the wearable device and IoT devices 

in order to communicate with fog devices. This 

wireless support may include the short range and 

long range wireless connectivity which must be 

managed in a smart and cognitive manner. 

 

The processing functions involve gathering 

information about changes in patient conditions 

and sharing this information to the server in real 

time manner.  

 

Novelty 

Healthcare systems are already developed where 

Cloud servers are connected to patients and 

doctors who can access the information in real 

time manner. There are comprehensive systems 

already in operation which support cloud 

services for healthcare data while providing the 

privacy, security and compliance services. 

 

The novelty in this paper is introduction of Fog 

devices for local storage and processing services 

to IoT devices in healthcare. Fog computing can 

greatly reduce the latency issues as well as help 

significantly in providing better privacy and 

compliant services to healthcare users. In 
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addition to fog computing application in IoT 

devices for healthcare, authors propose to apply 

wireless links for communication between fog 

devices, gateways and IoT devices.  

 

Key results 

In order to test the validity of the proposed 

model and architecture, the authors took a test 

case example. The flow of recording blood 

pressure by a patient is taken as an example and 

it is mapped to the proposed architecture flow.  

 

It is obvious from the example that the proposed 

architecture can significantly improve the latency 

in providing quick care service to the patients. 

The process of uploading the data from 

monitoring the devices and process of doctor’s 

response and decision making become quick and 

effective using this model.  

 

Outlook 

 

Cloud computing provides the promising support 

in dealing real time healthcare applications for 

crucial healthcare data storage and processing. 

The approach used in this paper to design a 

healthcare architecture coupled with Cloud 

services can help significantly in designing 

further practice-oriented developments.  
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Review of: “Learning How to Communicate in the Internet of Things: 

Finite Resource and Heterogeneity”, IEEE Access, vol. 4, Nov. 2016 
By T. Park, N. Abuzainab, and W. Saad 

 

Objectives of the paper 

The key objectives of this paper is to provide a 

novel framework based on learning that will 

enable the IoT devices to operate in a self-

organizing manner in a dynamic and cognitive 

wireless environment. In particular, this paper 

provides, in detail, the advantages, limitations, 

IoT applications, and key results pertaining to 

machine learning, sequential learning, and 

reinforcement learning, within an IoT context. 

Finally, the paper presents a novel framework 

based on the cognitive hierarchy theory. This 

framework is a powerful tool that can efficiently 

reflect the different IoT device types and capture 

varying levels of available resources which can 

be shared among the heterogeneous IoT devices. 

 

Relevance to the feature topic 

A reliable and cognitive wireless infrastructure is 

a key requirement for the novel and smart IoT 

devices to enable communications within the 

heterogeneous IoT environment. However, 

incorporating IoT devices into wireless system 

needs to meet many challenges pertaining to 

massive volumes of data processing, coexistence 

with existing systems, stringent resource 

constraints, novel quality-of-service 

requirements, and heterogeneity in traffic types 

and device types.  

Learning is considered as an effective approach 

to overcome the aforementioned challenges. 

Moreover, it can enable a self-organizing and 

cognitive operational approach in the network 

which is key solution for future scalable IoT 

systems. Through learning, IoT devices will be 

able to adapt to their dynamic environment, 

adjust their performance parameters, and process 

statistical information gathered from the users 

and other IoT devices, and optimize the overall 

system performance. 

 

Major contributions 

In this work, a comprehensive overview on the 

use of learning techniques within the scope of 

the IoT is provided. First, different learning 

frameworks are explained with their respective 

application in the field of IoT and their 

advantages and disadvantages are highlighted.  

Then, for each learning approach, the basic 

concepts, its challenges in regard to IoT systems,  

potential applications, and its key results are  

 

 

summarized.  

 

Second, the authors propose a novel framework 

based on cognitive hierarchy theory to handle the 

heterogeneity that arises by enabling the IoT in 

the wireless domain. Then, the basic of cognitive 

hierarchy theory and its application to the IoT 

are outlined. Moreover, different classes of 

learning algorithms are then connected to 

cognitive hierarchy theory. Finally, the article 

concludes by summarizing the potential of 

learning in the field of IoT. 

 

Cognitive hierarchy theory (CHT) is a 

mathematical framework through which multiple 

levels of agent rationality can be captured. In an 

IoT, these level can correspond to different 

levels of resources available for the IoT devices. 

As devices with more resources available will be 

able to perform more complex tasks compared to 

resource constrained devices, the use of 

cognitive hierarchy models can enable the use of 

different learning techniques based on their 

resources. Thus enabling cognitive hierarchy 

models can provide us a more realistic model for 

the IoT.  

 

For instance, sophisticated smartphones can 

perform complex tasks and use advanced 

learning methods as they are more powerful in 

terms of computational capability, higher 

memory, while simple devices such as sensors 

with limited resources available can apply just 

basic learning techniques.  Thus, based on the 

device type and capability, IoT devices can react 

differently. For instance, difference in the 

available resources among the IoT devices will 

cause them to reach different learning outcomes.  

Currently, learning frameworks have this 

assumption of devices having homogenous 

capability which would not be the case for future 

IoT systems. Thus, existing learning frameworks 

assume that the devices have the same available 

resources, however, it is important to capture the 

heterogeneity in available resources among the 

IoT devices.  

 

By using CHT, we can divide a number of agents 

into different groups based on different 

rationality levels. Here, different rationality 
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levels correspond to different levels of available 

resources among the IoT devices. Then, for each 

level, a learning scheme that is appropriate for 

this level can be chosen using the CHT.  Thus, 

different learning schemes can be combined and 

integrated in the framework which can maximize 

the overall usage of the resources and provide a 

realistic IoT scenario. Fig. 2 shows an example 

on how some IoT devices can be distributed 

according to CHT rationality levels. 

 

 
Fig. 2: Distribution of IoT devices in different CHT levels. 

 

Novelty 

 

The key novelty includes providing a 

comprehensive overview on the use of learning 

techniques within the scope of the IoT and then 

presenting a novel framework based on cognitive 

hierarchy theory that can employ different 

learning techniques based on the heterogeneous 

capabilities of the various IoT devices. 

 

Key results 

In order to evaluate the performance of CHT, an 

experiment for energy consumption of machine 

type devices is performed. The results are 

compared with the cognitive hierarchy 

equilibrium solution that is computed using the 

classical Nash equilibrium (NE) approach.  

In CHT, agents belonging to the lowest level, i.e., 

0 are considered completely irrational and 

choose their strategy randomly. Agents at any 

higher level k > 1 believe that all others belong 

to the levels lower than k and choose their 

optimal strategy based on their beliefs.  

Thus, an agent at level k need to compute the 

strategy for all players at lower level to find its 

optimal strategy. For instance, to find the 

optimal strategy, any agent at level k > 1 starts 

by computing the strategy of level 1 agents then 

level 2 agents up to level k -1 agents and finally 

computes its optimal strategy. 

Fig. 3 presents the comparison of CHT with the 

classical Nash equilibrium (NE) approach in 

terms of energy consumption. It can be observed 

that as CHT level increases, the energy 

consumed by an MTD decreases and reduces 

considerably compared to the classical Nash 

equilibrium (NE) approach. This shows that the 

proposed CHT approach provides a fair tradeoff 

between the achieved performance and the 

computational capability of the device.  

Thus, CHT is a promising modeling framework 

through which heterogeneity of the IoT devices 

can be captures and different learning 

approaches can be integrated to enhance the 

overall performance of the system. 

 

 
Fig. 3: Service disruption due to Mobile Node Handover. 

 

Outlook 

A comprehensive overview on the use of 

learning techniques within the scope of the IoT is 

provided. Furthermore, challenges pertaining to a 

practical and realistic properties of IoT systems 

and devices as well as the need for different 

learning techniques for IoT are also discussed.  

 

Moreover, the advantages and the limitations of 

three popular learning frameworks: machine 

learning, sequential learning, and reinforcement 

learning. Finally, the fundamentals of cognitive 

hierarchy theory have been outlined, which can 

be used to divide a number of agents into 

different groups based on different rationality 

levels and apply level specific learning scheme. 

Thus using cognitive hierarchy model, multiple 

learning schemes can be incorporated in the 

framework. Moreover, such hierarchical 

frameworks are required to handle the 

heterogeneous demands based on the IoT 

application types for future smart cities.  

 

 



 

IEEE COMSOC TCCN Newsletter 

13/38              Vol. 3, No.1, May 2017 

Interview with Dr. Petar Popovski 
Department of Electronic System, Aalborg University  

petarp@es.aau.dk

1. Where do you see the Internet of Things 

and its technologies creating the most impact? 

(NT) 

 

PP: The ideas of getting everything connected 

and embedding sensors/actuators in everyday 

objects have been around for more than two 

decades. However, Internet of Things (IoT) has 

gained an immense momentum during the past 

5-6 years. One thing that certainly contributed to 

it was the famous prediction put forward by 

Ericsson in 2011 about 50 billion connected 

devices by 2020 (although this number has been 

corrected since). Other drivers include, to name a 

few, the quest of telecom operators towards new 

services and business models, as well as the 

“smartization” of cities and infrastructure.  

 

I think that the biggest impact will be seen at a 

societal level over a longer period, since IoT 

promises to change the way our cities, 

infrastructure, or production facilities are 

designed, as well as the way the commodities 

and services are provided to the people. Similar 

to the way the internet has decreased the 

marginal cost of producing and distributing any 

good that consists of information (e.g. book, 

music), IoT will decrease the marginal cost of 

services provided in the real world. Some 

predictions go to the extreme, such as J. Rifkin 

in his book “Zero Marginal Cost Society”, where 

IoT is seen as a threat to the capitalism as we 

know it. Note that when everything gets 

connected, then the app developers get API to 

the physical world, which is a basis to create 

customized services and products in software, i.e. 

it becomes easy to “softwarize” anything that is 

in the physical world. 

 

IoT will certainly have an impact on the 

businesses that deal with connectivity, 

challenging the current business models and 

practice of telecom operators. Finally, IoT will 

also have an impact on research and 

development in technology, since it will pose 

new challenges to solve after everything is 

connected, see for example my recent article on 

this. 

 

2. What are the most challenges of wireless 

communication network design to support a 

huge number of IoT devices and its massive 

generated data? (NT) 

 

PP: The first set of challenges that have been 

identified are related to the design of protocols 

that can support massive access and deal with the 

fact that there is a lot of control overhead. As 

explained in “Understanding 5G through 

Concepts from Finance”, asking a traditional 

cellular system to serve massive amount of 

devices, each of them sending small data amount, 

corresponds to asking a commercial bank to 

issue microcredits to a large number of people. 

The systems dedicated to IoT, such as SigFox 

and LoRa have the advantage that they have 

been optimized to support small data chunks 

from a massive number of devices. With NB-IoT 

this capability is brought to the cellular systems.  

Chronologically, the second set of challenges 

will be how to achieve efficient coexistence of 

massive Machine Type Communciation (mMTC) 

with the other services offered in cellular 

systems, such as broadband or Ultra-Reliable 

Low Latency Communication (URLLC). This is 

related both to the coexistence in the radio 

spectrum, but also coexistence in using the other 

network resources through e.g. virtualization and 

network slicing. In fact, URLLC is defining 

another type of IoT connectivity where the focus 

is not on massive number of devices, but instead 

on reliability and latency.  

 

The third set of challenges for massive 

connectivity is its interaction with the processes 

that use the data from IoT devices, such as the 

data mining process. Not all data that is gathered 

through the wireless interfaces is relevant, such 

that when the network elements or the storage 

facilities come under pressure, it is important to 

find a way to reduce the amount of data that 

traverses the wireless interfaces. This can be 

achieved, for example, by using machine 

learning in order to steer the communication 

protocols and take advantage of the data 

correlation across IoT devices.  

 

3. Where do you see the role of cognitive radio 

and related notions within the IoT? (NT) 

 

http://www.comsoc.org/ctn/will-communications-theory-finally-make-itself-redundant-view-academic-trenches
https://massm2m.wordpress.com/2016/11/06/5g-technology-challenges-seen-through-a-financing-metaphor/
https://massm2m.wordpress.com/2016/11/06/5g-technology-challenges-seen-through-a-financing-metaphor/


 

IEEE COMSOC TCCN Newsletter 

14/38                 Vol. 3, No.1, May 2017 

PP: The cognitive radio concept will have at 

least two roles within IoT. The first is to enable 

efficient use of spectrum, both among the IoT 

devices of the same (massive) type, but also 

coexistence with ultra-reliable IoT, as well as 

with broadband connectivity. This will 

generalize the primary-secondary model, which 

was very much in the focus of the research on 

dynamic spectrum access, towards richer models 

of interactions and service requirements.  

The second role of cognitive radio is related to 

the broader meaning of cognitive radio, with 

emphasis on “cognitive”, such as the use of 

learning/AI techniques to optimize the process of 

gathering IoT data and bring forward the 

relevance of the data already in the data 

gathering process. For example, this may lead to 

access algorithms in which the IoT node 

evaluates the usefulness of its data when 

applying a strategy/protocol to use the wireless 

communication medium. 

 

4. What is, in your opinion, the most 

challenging IoT problem for the next 5 years? 

(NT) 
 

PP: As already mentioned before, one of the 

most challenging problems with IoT will be the 

integration of the communication protocol with 

the end-user processes that utilize the IoT data. 

From communication engineering perspective, I 

think that the most challenging problems within 

the next 5 years will be related to the IoT with 

ultra-reliable guarantees, as well as interactive 

IoT communication, such as in Augmented 

Reality (AR), where the latency/response time of 

communication plays a crucial role.   

Finally, IoT poses a vast number of security 

challenges. I believe that part of those challenges 

can be addressed through blockchain-type 

technologies, since they have the potential to 

scale and support distributed trust mechanisms, 

which can match the challenge of processing 

massive amount of IoT interactions.   

 

5. What is your most exciting current IoT 

project and why? (NT) 

 

PP: I am running multiple IoT-related projects, 

related to 5G, smart grid, industrial 

communication, etc. The most exciting is the 

project that explores the fundamentals of ultra-

reliable communication. Here we are 

investigating the aspects of propagation channels, 

control information, encoding of short packets, 

use of multiple communication interfaces, etc. 

What is particularly interesting for me is that 

ultra-reliability requires that we finally look 

seriously into the 

coding/representation/communication of control 

information, rather than basing it on heuristic 

approaches. 

 

6. Could you share some of your most recent 

results on the IoT? (NT) 

 

PP: I will exemplify with five types of results to 

illustrate the span of our research activities. One 

of the recent results is related to the encoding of 

control information and data, described in the 

article “Downlink Transmission of Short Packets: 

Framing and Control Information Revisited”. It 

is a communication-theoretic work that addresses 

a scenario in which a Base Station transmits 

short packets to many users, such that the 

encoding of control information starts to play a 

significant. Another result is presented in 

“Assessment of LTE Wireless Access for 

Monitoring of Energy Distribution in the Smart 

Grid”, which provides a detailed analysis of how 

smart-grid related IoT traffic can be supported by 

the cellular LTE networks. In the area of smart 

grid we are also investigating communication 

solutions for microgrids, see for example 

“Multiuser Communication Through Power Talk 

in DC MicroGrids” or “On the Impact of 

Wireless Jamming on the Distributed Secondary 

Microgrid Control”. We have a significant 

research activity in the area of access protocols 

and coded random access protocols. For example, 

the article “Broadcast Coded Slotted ALOHA: A 

Finite Frame Length Analysis” presents a variant 

of random access protocol suited for vehicular 

communication. One of the most important area 

for my research group is the area of ultra-reliable 

communications, such as for example “Latency 

analysis of systems with multiple interfaces for 

ultra-reliable M2M communication”, where we 

investigate how to code across multiple 

interfaces in order to achieve ultra-reliable low 

latency operation. We are currently finalizing a 

work that characterizes wireless communication 

channels in the region that is relevant for ultra-

reliable communication, i.e. statistics of rare 

events. 

 

 

 

http://ieeexplore.ieee.org/document/7849209/
http://ieeexplore.ieee.org/document/7849209/
http://ieeexplore.ieee.org/document/7397849/
http://ieeexplore.ieee.org/document/7397849/
http://ieeexplore.ieee.org/document/7397849/
http://ieeexplore.ieee.org/document/7470582/
http://ieeexplore.ieee.org/document/7470582/
http://ieeexplore.ieee.org/document/7848980/
http://ieeexplore.ieee.org/document/7848980/
http://ieeexplore.ieee.org/document/7848980/
http://ieeexplore.ieee.org/document/7736044/
http://ieeexplore.ieee.org/document/7736044/
http://ieeexplore.ieee.org/document/7536857/
http://ieeexplore.ieee.org/document/7536857/
http://ieeexplore.ieee.org/document/7536857/
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Interview with Dr. YanYong Zhang  
Electrical and Computer Engineering Department, Rutgers University  

yyzhang@winlab.rutgers.edu

1. Where do you see the Internet of Things 

and its technologies creating the most impact? 

(NT) 

 

YZ: As a long-time researcher in this area, I 

believe IoT is going to impact many areas of the 

society and our life. I especially hope to see its 

wide deployment in two areas. The first one is in 

the general area of smart health, using IoT 

technologies to monitor and manage one’s 

wellness and health. The second one is 

monitoring structures, forest, or areas that are 

remote and otherwise hard to access. 

 

2. What are the most challenges of wireless 

communication network design to support a 

huge number of IoT devices and its massive 

generated data? (NT) 

 

YZ: Different IoT applications face different 

challenges. For example, the remote monitoring 

IoT applications face the challenge of not having 

affordable and available communication 

infrastructure in many areas. On the other hand, 

smart health applications face the challenge of 

data privacy. The need to protect data privacy is 

going to determine where the data is stored, how 

the data is aggregated in the network, how the 

data is going to preprocessed, etc.  

 

3. Where do you see the role of cognitive radio 

and related notions within the IoT? 

 

Cognitive radio becomes important when low-

cost and efficient spectrum access is needed for 

IoT systems, especially for dense systems that 

operate on unlicensed bands and are co-located 

with WiFi and other wireless systems. 

 

4. What is, in your opinion, the most 

challenging IoT problem for the next 5 years? 

(NT) 
YZ: In my opinion, the most challenging IoT 

problem will be finding the right application and 

convince industry and consumers to adopt IoT 

systems. Among technical problems, the most 

challenging problems are data privacy and power 

efficiency.   

 

5. What is your most exciting current IoT 

project and why? (NT) 

 

YZ: I am working on several IoT related projects. 

Two of them are particularly exciting to me. The 

first one is to delivery energy wirelessly to IoT 

nodes, thus enabling battery-less IoT systems. 

The second one is to develop a set of passive 

health monitoring systems.  

 

6. Could you share some of your most recent 

results on the IoT? (NT) 

YZ: The following papers contain some of the 

most recent results: 

[1] J. Chen, S. Li, H. Yu, Y.  Zhang, D. 

Raychaudhuri, R. Ravindran, H. Gao, L. Dong, 

G. Wang, and H. Liu, “Exploiting ICN for 

Realizing Service-Oriented Communication in 

IoT”, IEEE Communications Magazine, volume 

25, 2016. 

[2] Musaab Alaziz, Zhenhua Jia, Jian Liu, 

Richard Howard, Yingying Chen, and Yanyong 

Zhang, “MotionScale: A Body Motion 

Monitoring System Using Bed-Mounted 

Wireless Load Cells”, in Proceeding the 1st 

IEEE International Conference on Connected 

Health: Applications, Systems and Engineering 

Technologies (CHASE), 2016. 

[3] Z. Jia, M. Alaziz, X. Chi, R. E. Howard, Y. 

Zhang, P. Zhang, W. Trappe, A. 

Sivasubramaniam, and N. An, “HB-Phone: a 

Bed-Mounted Geophone-Based Heartbeat 

Monitoring System,” in Proceedings of the 

ACM/IEEE International Conference on 

Information Processing in Sensor Networks 

(ACM/IEEE IPSN), 2016. 

[4] S. Li, J. Chen, H. Yu, Y. Zhang, D. 

Raychaudhuri, R. Ravindran, H. Gao, L. Dong, 

G. Wang, H. Liu, “MF-IoT: A MobilityFirst-

Based Internet of Things Architecture with 

Global Reachability and Communication 

Diversity,” in proceeding the 1st IEEE 

International Conference on Internet-of-Things 

Design and Implementation (IoTDI), 2016 

(invited). 
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Interview with Dr. Zhu Han  
Electrical and Computer Engineering Department,  

University of Houston, Houston, Texas, USA.  

zhan2@uh.edu

1. Where do you see the Internet of Things 

and its technologies creating the most impact? 

(NT) 

 

ZH: Internet of Things (IoT) refers to the 

network of physical objects `things' consisting of 

sensors, actuators, and identification tags that are 

connected to the Internet. Heterogeneous 

applications have significantly diverse 

connectivity requirements for the things in terms 

of required range, reliability, throughput, and 

energy efficiency. Some applications such as 

tele-operation might require very high bandwidth, 

high reliability and ultra-low latency, and some 

other applications can tolerate longer delays but 

have very strict constraints on energy 

consumption. Furthermore, the requirements in 

terms of range can vary from wide-area 

connectivity to very local personal and body area 

networks. Addressing the diverse requirements 

of the heterogeneous IoT systems and 

applications in scalable manners impose a great 

challenge for the overall system architecture and 

protocol design. Several competing connectivity 

solutions have been proposed for IoT 

applications ranging from short range wireless 

personal and local area networks to Low Power 

Wide-Area (LPWA) Networks. 

 

2. What are the most challenges of wireless 

communication network design to support a 

huge number of IoT devices and its massive 

generated data? (NT) 

 

ZH: IoT is a network of physical objects, whose 

connectivity requires low power consumption, 

long battery life, low duty cycle and massive 

number of low cost devices. Various short range 

IoT solutions based on WiFi and low power 

WiFi (LP-WiFi), bluetooth low energy (BLE), 

ZigBee, and Z-Wave have been proposed. 

Among LPWA solutions, the cellular Machine 

Type Communication (MTC) systems, such as 

the narrow-band version of the LTE called NB-

IoT, constitute an attractive alternative to 

proprietary LPWA systems such as Sigfox and 

LORA. Cellular-based MTC systems are based 

on global standards and operate on licensed 

frequency bands with controllable interference. 

The mobile operators can readily implement the 

cellular solutions such as NB-IoT by updating 

the base station software. Consequently, the 

technology is likely to become ubiquitously 

available. The standardized Narrowband IoT 

(NB-IOT) technique for machine type 

communications targets improving the overall 

system capacity and the excess capacity. 

 

3. Where do you see the role of cognitive radio 

and related notions within the IoT? (NT) 

 

ZH: For IoT, the information should be 

transmitted with dynamic environment. For 

example, software defined radio can be 

implemented for dynamic spectrum access. Also 

depending on the availability of different access 

points, WiFi, bluetooth or NB-LTE can all be 

alternative media for transmission. Due to those 

reasons, cognitive radio concepts are necessary 

for developing future IoT systems. 

 

4. What is, in your opinion, the most 

challenging IoT problem for the next 5 years? 

(NT) 
 

ZH: Two things: low power/low cost and 

security. First to implement IoT, like RFID, the 

cost must be very low so that it can be widely 

deployed. Moreover, due to the size and required 

transmission range, the energy consumption 

must be low. Energy harvesting devices are 

highly recommended. 

Second, like the cyber-attack event that 

happened in the US in 2016, security concerns 

are of critical importance. The attackers can 

easily launch attacks such as deny of service 

attacks by less secured but huge amount of IoT 

devices. 

 

5. What is your most exciting current IoT 

project and why? (NT) 

 

ZH: Our recent project targets enhancing IoT 

applications through constructing new efficient 

and secure IoT connectivity solutions by 

combining emerging machine type 

communication system with ultra-low power 

ARS devices via four synergistic thrusts: (1) 
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communication system design and fundamental 

performance analysis, which will develop robust 

non-coherent methods that allow the network to 

communicate with ARS while transmitting data, 

develop signal processing methods for joint 

reception of network and ARS data at the 

receiver, and conduct exhaustive ray-tracing 

based simulations of the channel with ARS 

nodes and apply the results to identify feasible 

operation point for the system; (2) novel radio 

resource management schemes that exploit 

matching theory to develop high performance, 

low complexity, decentralized, and practical 

solutions in proposed NB-IoT with ARS; (3) 

security mechanisms for IoT deployment, which 

will cover both physical layer security in MIMO 

backscatter and low cost cyber security, 

considering the physical and low cost natures of 

the proposed system; (4) system and protocol 

development, which will demonstrate the 

applicability of the system design by building a 

test-bed that integrates the NB-IoT version of the 

LTE with ARS. 

 

6. Could you share some of your most recent 

results on the IoT? (NT) 

 

ZH: The following link contain one of our best 

result: 

 

https://www.nsf.gov/awardsearch/showAward?A

WD_ID=1702850 
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 “When wireless is perfectly applied, the whole earth will be converted into a huge brain, which 

in fact it is, all things being particles of a real and rhythmic whole. We shall be able to 

communicate with one another instantly, irrespective of distance.”  

Nikola Tesla (1926) 

 

It is amazing to witness what Nikola Tesla has 

predicted almost a decade ago in 1926 is now a 

fast-approaching vision about the next generation 

of wireless networks that will guarantee 

ubiquitous connectivity for everything and 

everywhere. Well, this is highly ambitious aim to 

achieve and particularly for the large-scale and 

complex wireless networks. Indeed, such 

futuristic networks are envisioned to be self-

organized, flexible and intelligent. Hence, the 

challenging demands of such self-organizing 

large scale complex networks, include but are 

not limited to, network optimization, resource 

management and quality of the service.  

 

Although the concept of traditional cognitive 

radio has been well articulated and studied for 

many years with in wireless networks, the 

concept has never found widespread application 

mainly due to the absence of integrated 

intelligence and machine learning approaches. 

Moving forward, the future network will focus 

on the cognition driven self-organization and 

intelligence in the network which is intriguingly 

an evolution of Miltola’s original concept of the 

smart “context-aware” radios in future large 

scale complex networks. Machine learning 

approaches will play a key role by intelligently 

decision making and feature/pattern 

classification in such large scale complex 

networks where decision making is more 

responsible for determining the policies and 

decision rules to optimize the networks while 

feature/pattern classification permits identifying 

and classifying different observation models to 

ensure quality of services and guarantee the 

resource management in such networks.  

 

In this feature topic of the TCCN Newsletter, I 

want to explore the opportunities, highlight the 

challenges, and present the possible way forward 

to further exploit the application of intelligence, 

self-organization driven cognition and machine 

learning for large scale complex networks. This 

special issue includes an overview of two key 

research papers: first article appeared in IEEE 

JSAC (2013), by Thilina et al, presents machine 

learning techniques for cooperative spectrum 

sensing and the second article appeared in IEEE 

Access (2015), by Zorzi et al, addresses how 

deep learning and probabilistic generative 

models could be exploited for network-wide 

modelling and optimization. This is followed by 

series of thought-provoking interviews with five 

eminent researchers. Dr. Lajos Hanzo from 

Southampton University, United Kingdom 

innovatively introduced  how Pareto-optima 

could be achieved by exploiting the quantum-

assisted machine learning approaches; Dr. 

Michele Zorzi and Dr. Andrea Zanella from 

University of Padova, Italy presented their 

thoughts on how deep neural networks could 

change the landscape of the optimization in 

cognitive networks; Dr. Ekram Hossain from 

Manitoba University, Canada talked about their 

celebrated research on dynamic spectrum access 

and the role of machine learning to support the 

cooperative spectrum sensing; and finally, Dr. 
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Robert Cui from University of California-Davis, 

USA presented the signal processing 

perspectives of the online machine learning 

approaches for network based on their recent 

work appeared in IEEE TSP. 

 

I would like to take this opportunity and thank 

our contributors for offering generous support 

and friendly discussions on their research related 

to machine learning and intelligence for 

cognitive networks and paving the way with 

some very interesting and thought-provoking 

ideas for the TCCN and ComSoc community. I 

hope that the special issue, the technical 

coverage on the motivating research papers, and 

some thoughtful interesting interviews with these 

eminent researchers working in this area will 

encourage researchers to extend their work 

beyond just cognition in radio and to consider 

the cognition in “overall” the network as an 

application of intelligence, self-organization and 

machine learning.  
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projects. Most of his research has been supported 

by industry partners such as Huawei, TELUS 

and sponsored by local funding agencies such as 

Natural Sciences and Engineering Research 

Council of Canada (NSERC), Qatar National 

Research Fund (QNRF) and KAUST Global 
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Review of: “Cognition-Based Networks: A New Perspective on Network 

Optimization Using Learning and Distributed Intelligence”, IEEE 

Access, vol. 3, Aug. 2015 
By M. Zorzi, A. Zanella, A. Testolin, M. De Filippo De Grazia, and M. Zorzi 

 
Objectives of the paper:  

The main aim of the paper is to introduce an 

innovative system concept called COgnition-

BAsed NETworkS (COBANETS). The 

foundation of the system is based on the 

advanced machine learning techniques such as 

unsupervised deep learning and probabilistic 

generative models for system-wide learning, 

modelling, optimization, and data representation. 

The proposed learning architecture is then 

integrated with network virtualization framework 

to unleash the potential of the used learning 

techniques.   

 

Relevance to feature topic: 

This paper is very well aligned with the theme of 

this feature topic in which we are exposing how 

machine learning and intelligence in the network 

could automate the network wide learning 

processes including optimization and modelling. 

This paper claims that this vision is now at hand, 

because of the following key enabling factors:  

 

1. Advancements in machine learning and 

pattern classification techniques (deep neural 

network, supervised/unsupervised leaning, 

statistical learning, etc.). 

 

2. Advanced computing techniques such as cloud 

computing and parallel computing techniques for 

global solutions.  

 

3. Advancements in emerging frontiers of 

network function virtualization and software 

defined networking that will bring anticipated 

flexibility in the network implementation.   

 

Major contributions 

The key contributions of the paper are three-fold:  

 

The paper presents an exclusive overview of the 

state of the art networks such as cognitive radio 

networks or cognition in networks and self-

organizing networks and further presents the role 

of machine learning, deep neural learning, 

unsupervised learning and generative models to 

unleash the gaps and challenges in the light of 

some existing work.   

One of the main contributions of this paper lies  

 

in the introduction of a new innovative, dynamic 

and flexible machine learning-enabled 

architecture which is referred to as COMBAT. 

The key founding principles of the proposed 

architecture are intelligence by exploiting deep 

neural learning techniques; scalability in the 

large scale complex network and network 

implementation using network function 

virtualization. The main aim of the hierarchal 

COMBAT architecture is to cope with the 

growing complexity of modern wireless 

communication systems and services, and to 

enable network-wide optimizations, from local 

operations performed by end users (such as 

modulation, channel access, buffer management, 

etc.), up to system-wide policies and procedures 

(resource reservation, routing, content caching 

management, security, etc.). Later, main 

components of the architecture such as 

Functional Abstraction and Optimization; 

Integration of generative models; and inter-flow 

optimization and system level optimization.  

 

Later, the paper presents a detailed overview of 

the research challenges related to design, 

development and implementation of deep 

learning techniques, their training, and their 

shortcomings.  

 

Novelty  

The novelty of the paper lies in the proposed new 

cognitive engine and its integration with deep 

learning techniques to exploit the network wide 

optimization to the new level of cognition and 

intelligence. Some preliminary case study on 

video distribution is an added value to the 

proposed architecture and further investigation 

and development in the implementation of the 

proposed architecture will lead to breakthrough 

in the cognitive networks and their application in 

5G and beyond.  

 

Key results 

The main result of the paper is the proposed 

architecture and a preliminary case study to 

demonstrate the cognition principles with in the 

building blocks of the architecture. It has been 

show that how to optimize the quality of the 
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experience by the customers of a video streaming 

service under network congestion. It has been 

assumed that there are users that require video 

streaming services from a remote media server 

and the Cognitive Engine represents an 

intelligent entity to communicate with and 

configure all the network elements (e.g., by 

means of an OpenFlow-like protocol). A video 

server stores multiple copies of each video, 

encoded at different quality levels (a popular 

H.264-AVC video encoding standard is used). 

The different source rates correspond to different 

perceived quality levels and measured in terms 

of the average Structural SIMilarity (SSIM) 

index. The size of the encoded data frames is 

used to train a generative neural network in an 

unsupervised manner. The model learnt by the 

network intelligently to estimate the quality-rate 

characteristics of video flows such as context 

information to exploit the QoE-aware resource 

management schemes. Further results are 

provided to recognize and classify the video and 

estimate SSIM-bitrate to exploit the service 

optimization in the network.  

 

Outlook 
Following are some of the potential future 

research directions:  

 

1. Requirement of unified approaches for data 

sharing, data representation and data security to 

enforce network-wide intelligence based on 

learning and knowledge sharing.  

 

2. Implementation and prototyping of the such 

integrated hieratical cognitive architectures by 

exploiting the advanced concepts of network 

function virtualization, software defined 

networking and network slicing are some clear 

way forward toward paving the future of large 

scale complex networks.  

 

3. Customization of deep learning techniques 

and models are required to advance the network-

wide optimization (both the user and systems 

perspectives) and facilitate the advanced learning, 

reduced complexity and improved convergence.   
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Review of “Machine Learning Techniques for Cooperative Spectrum 

Sensing in Cognitive Radio Networks”, IEEE JSAC, vol. 31, no. 11, pp. 

2209-2221, Oct. 2013 
By K. Madushan Thilina, K. Won Choi, N. Saquib, and E. Hossain 

 

Objectives of the paper 

The main objective of the paper is to present 

machine learning based cooperative spectrum 

sensing algorithm to dynamically learn about the 

spectrum occupancy in cognitive networks.  

 

Relevance to feature topic 

Even though the scope of the paper is primarily 

on the collaborative spectrum sensing in classical 

cognitive radio network, the presented 

classification and pattern learning algorithm can 

be further exploited to integrate with the 

emerging concepts of the cognition in network 

and self-learning capabilities. The main claim of 

the paper is two-fold:  

 

1. Usability of the unsupervised learning 

algorithms such as K-means clustering and 

Gaussian mixture model (GMM) to partition the 

feature of the channel in to clusters and to map 

the channels in to available and not-available 

categories. 

2. Usability of the supervised learning 

algorithms such as support vector machine 

(SVM) and K-nearest neighbor (KNN) to 

improve the prediction capability of the 

algorithm and to classify the availability and 

non-availability of the channel based on the 

training where a subset of training vectors is 

used which fully specify the decision function.  

 

Major contributions 

The paper presents an overview of the 

cooperative spectrum sensing and the 

significance of the spectrum sensing in 

distributed cognitive networks. The major 

contribution of the paper is to construct a 

classifier to map the channel availability/non-

availability correctly based on the energy vector 

at the sensing devices in the proposed modular 

spectrum sensing architecture. The paper 

presents a detailed coverage on the operation of 

the proposed architecture, its associated 

advantages and challenges. Later, the modular 

architecture has been evaluated by exploiting 

supervised and unsupervised machine learning 

approaches. Detailed discussion arguments are 

presented followed by summary of the findings 

and conclusions.  

Novelty  

The novelty of the research lies in the 

comprehensive comparisons, detailed and 

balanced investigations of the supervised and 

unsupervised machine learning approaches for 

spectrum sensing in a collaborative distributed 

cognitive networks.  

 

Key results 

In essence, the proposed framework for 

cooperative sensing has been evaluated in terms 

of training duration, the classification delay, and 

the receiver operating characteristic (ROC) 

curves. Key results of the paper are highlighted 

as follows:  

 

1. It has been shown that the unsupervised K-

means clustering is a promising approach for 

collaborative spectrum sensing due to its higher 

detection capability and lower training and 

classification delay. Moreover, its detection 

probability is very close to the best performing 

classifier, i.e., the SVM-Linear classifier. 

2. Compared to all other classifiers, the 

supervised SVM classifier with the linear kernel 

performs well in terms of the detection 

probability. The computational complexity of the 

SVM-Linear classifier is compensated by its 

higher detection capability and comparatively 

lower training and classification delay. 

3. In terms of updating the training energy 

vectors on-the fly, the KNN performs extremely 

well (training duration for 1000 sample is 

approximately 50 μs). However, its classification 

delay is relatively higher than other classifiers. 

 

Outlook 

Supervised and unsupervised machine learning 

algorithms are promising approaches to 

classification and pattern recognition in wireless 

networks. However, successful application of 

these approaches to enable the network-wide 

optimization could be affected due to large 

training to the classifiers, computational 

complexity and dynamically updating the 

outcome of the learning algorithms. New 

approaches are required to train the classifiers 

without the training and continue to advance the 

learning in dynamic large scale environments.
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Interview with Dr. Lajos Hanzo 
Department of Electronics and Computer Sciences  

University of Southampton, Southampton, UK 

Email: lh@ecs.soton.ac.uk  
 
Machine learning and data analytics are now 

considered as emerging technologies to be 

integrated with the future cognitive networks 

to introduce some intelligence in these 

networks. What do you think about this 

marriage and why is it important to integrate 

machine learning and data analytics with 

cognitive networks? (MZS) 
 

LH: It is always a challenge, but also a privilege 

to be asked such a deep-rooted philosophical 

question, which helps us all in our future 

research orientation. This is inevitably 

reminiscent of 'crystal-ball gazing', when we try 

and predict the directions of frontier-research 

beyond the horizon. So, valued Colleague, allow 

me to do just that - but will it work? 

 

I would like to commence on a broad note, 

concerning  

 

A. the performance metrics;  

 

B. the design and optimization tools and the 

resultant solutions/applications; 

 

C. All of these will become more sophisticated, 

especially when considering the marriage of 

these three sophisticated paradigms; 

 

In terms of metrics, the wireless community 

invested decades of research into making near-

capacity single-user operation a reality. However, 

this is only possible at the cost of ever-increasing 

delay, complexity and hence power consumption. 

Hence, we cannot approach capacity, when 

aiming for low-delay 'tactile' communications.  

 

Power-efficiency is also of prime importance, 

which however conflicts with the objective of 

near-capacity operation. Other salient metrics 

include the above-mentioned delay and 

subjective audio- as well video-quality metrics, 

just to name a few.  

 

Our research community is now poised to enter 

the era of designing Pareto-optimum systems, 

where it is only possible to improve any of the 

above-mentioned metrics at the cost of degrading 

some of the others. Sophisticated bio-inspired, 

machine-learning and quantum-search assisted 

optimization techniques will have to be used for 

designing Pareto-optimum solutions with the aid 

of multi-component optimization algorithms, 

which tend to have a large search-space. We 

have exciting research challenges ahead...! 

 

Could you please briefly introduce the most 

recent or relevant research work that you 

have contributed to the machine learning and 

data analytics particularly for cognitive 

networks research? (MZS) 

 

LH: In terms of optimization tool, our research 

has not as yet scaled the full height of 

amalgamating more than three or four objective 

function components, but we have conceived a 

number of unorthodox quantum-search algorithm 

aided Pareto optimization solutions, as 

exemplified in the open-access paper “Non-

Dominated Quantum Iterative Routing 

Optimization for Wireless Multihop Networks, 

by Dimitrios Alanis; Panagiotis Botsinis; 

Zunaira Babar; Soon Xin Ng; Lajos Hanzo, 

IEEE Access, 2015, Volume: 3, pp 1704 – 

1728,” which is also complemented by an 

interactive online demo - I wish you fun 

exploring it! 

 

A range of further large-scale optimization 

problems were listed in a multi-user detection 

context in “Quantum Search Algorithms, 

Quantum Wireless, and a Low-Complexity 

Maximum Likelihood Iterative Quantum Multi-

User Detector Design, by Panagiotis Botsinis; 

Soon Xin Ng; Lajos Hanzo, IEEE Access, 2013, 

Volume: 1, pp 94 – 122.” 

 

Finally, we have considered imperfect spectrum 

sensing in cognitive radio in a series of open-

access papers in IEEE Access, such as “Delay 

and Throughput Analysis of Cognitive Go-Back-

N HARQ in the Face of Imperfect Sensing, 

Ateeq Rehman; Lie-Liang Yang; Lajos Hanzo, 

Early access.” 
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What would you say is the most unique and 

impressive aspect of this research work? 

(MZS) 

 

LH: You now make me blush Zeeshan - our 

modest hope is to raise the wider interest of our 

community in exploring the joint frontiers of 

Pareto optimization of wireless systems and of 

powerful quantum-search algorithms, which can 

find the optimum solution of a large-scale 

optimization problem in a search-space of N 

elements at the cost of square root N cost-

function evaluations. 

 

Naturally, these quantum-search algorithms are 

by no means flawless - a whole host of machine-

learning techniques are studied comparatively in 

the easy-reading papers:  

 

Machine Learning Paradigms for Next-

Generation Wireless Networks, by Chunxiao 

Jiang; Haijun Zhang; Yong Ren; Zhu Han; 

Kwang-Cheng Chen; Lajos Hanzo, IEEE 

Wireless Communications, 2017, pp 98 – 105.  

 

A Survey of Multi-Objective Optimization in 

Wireless Sensor Networks: Metrics, Algorithms, 

and Open Problems, by Zesong Fei; Bin Li; 

Shaoshi Yang; Chengwen Xing; Hongbin Chen; 

Lajos Hanzo, IEEE Communications Surveys & 

Tutorials, 2017, pp 550 – 586. 

 

How did you come to those ground-breaking 

findings? (MZS) 

 

LH: I wish these were ground-breaking findings 

Zeeshan - we need the efforts of all our closely-

knit friendly community to explore this 'weird 

and wonderful' world of multi-component 

Pareto-optimal solutions! It is plausible that the 

more all-encompassing the objective function, 

the larger the search-space becomes, but we have 

to be realistic, because the higher the number of 

cost-function evaluations becomes. This is, 

where machine-learning becomes indispensable. 

 

What were the main challenges that you had 

to overcome? (MZS) 

 

LH: The larger the search-space, the less feasible 

it becomes to demonstrate that the solutions 

found are indeed Pareto-optimal with the aid of 

full-search verifications, as argued for example 

in  

 

A Survey of Network Lifetime Maximization 

Techniques, Halil Yetgin; Kent Tsz Kan Cheung; 

Mohammed El-Hajjar; Lajos Hanzo, IEEE 

Communications Surveys & Tutorials, 2017, 

Early access 

 

How does that have implications for the real 

world? (MZS) 

 

LH: What an insightful question Zeeshan! It is 

an open challenge at the time of this discussion, 

as to what search-complexity has to be invested 

in order to specify a given probability of spotting 

the optimal solution in general. Having said that, 

a nice property of the above-mentioned 

quantum-search algorithms is that the probability 

of finding the optimum solution at a given 

maximum complexity can be quantified. 

 

Would you please describe the lessons you 

learned to achieve this research outcome to 

help the reader avoid pitfalls in his own 

research work in this domain? (MZS) 

 

LH: One of the important lessons we have learnt 

is that the powerful machine-learning techniques 

may fail to outperform the classic gradient-based 

search techniques in relatively low-dimensional 

search problems, especially if they do NOT have 

local optima. The power of machine-learning 

manifests itself in tough large-scale Pareto-

optimization problems 'riddled with local optima', 

which are potential traps for the classic gradient-

based algorithms, whilst machine learning 

solutions are capable of 'avoiding premature 

convergence to local optima'. 

 

Where will be your future research heading in 

the next two years? Would you please provide 

a few references in this direction? (MZS) 

 

LH: A few years ago, we co-authored a 

predictive paper with my valued colleagues 

Harald Haas, Sandor Imre, Dominic O'Brien, 

Murkus Rupp and Laszlo Gyongyosi for the 

centennial issue of the Proceedings of the IEEE, 

which was entitled “Wireless myths, realities, 

and futures: from 3G/4G to optical and quantum 

wireless”. This paper started with the popular 

citation from Mark Twain: 

 

“It is difficult to make predictions, especially 

about the future.”  

 

Some of these predictions are gradually 

becoming a reality, thanks to the rapid advances 
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in mm-wave, optical wireless and quantum-

communications, but despite the great strides, 

quantum wireless requires more time and a 

community-effort to develop.  

 

What do you say are the challenges that 

machine learning and data analytics would 

face when they are applied to cognitive 

networks? (MZS) 

 

LH: In terms of applications, Cognitive networks 

have now been rolled out in TV-white-spaces in 

some of the tele-traffic hotspots, but the 

environment is changing rapidly, for example 

owing to the roll-out of small-cell networks. 

Hence the time-invariant geographic spectrum 

maps have to be rapidly updated or even better, 

they have to be explored by machine-learning 

solutions, so that every sliver of spectrum is used 

without jeopardizing the quality-of-service. 

 

Hence, I invite you valued Colleague to join this 

community of enthusiasts! 

 

 

 

     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Lajos Hanzo, FREng, FIEEE, FIET, Fellow of 

EURASIP, DSc received his degree in 

electronics in 1976 and his doctorate in 1983.  In 

2009, he was awarded an honorary doctorate by 

the Technical University of Budapest and in 

2015 by the University of Edinburgh.  In 2016, 

he was admitted to the Hungarian Academy of 

Science. During his 40-year career in 

telecommunications he has held various research 

and academic posts in Hungary, Germany and 

the UK. Since 1986 he has been with the School 

of Electronics and Computer Science, University 

of Southampton, UK, where he holds the chair in 

telecommunications.  He has successfully 

supervised 111 PhD students, co-authored 18 

John Wiley/IEEE Press books on mobile radio 

communications totalling in excess of 10 000 

pages, published 1600+ research contributions at 

IEEE Xplore, acted both as TPC and General 

Chair of IEEE conferences, presented keynote 

lectures and has been awarded a number of 

distinctions. Currently he is directing a 60-strong 

academic research team, working on a range of 

research projects in the field of wireless 

multimedia communications sponsored by 

industry, the Engineering and Physical Sciences 

Research Council (EPSRC) UK, the European 

Research Council's Advanced Fellow Grant and 

the Royal Society's Wolfson Research Merit 

Award.  He is an enthusiastic supporter of 

industrial and academic liaison and he offers a 

range of industrial courses.  He is also a 

Governor of the IEEE VTS.  During 2008 - 2012 

he was the Editor-in-Chief of the IEEE Press and 

a Chaired Professor also at Tsinghua University, 

Beijing. For further information on research in 

progress and associated publications 

please refer to http://www mobile.ecs.soton.ac.u

k Lajos has 30 000+ citations and an H-index of 

68. 
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Interview with Dr. Michele Zorzi and Dr. 

Andrea Zanella 
Department of Information Engineering 

University of Padova, Italy 

Email: zorzi@ing.unife.it  

zanella@dei.unipd.it 
 

Machine learning and data analytics are now 

considered as emerging technologies to be 

integrated with the future cognitive networks 

to introduce some intelligence in these 

networks. What do you think about this 

marriage and why it is important to integrate 

machine learning and data analytics with 

cognitive networks? (MZS) 

 

AZ+MZ: Although the powerful paradigm of 

bringing cognitive processes into networks has 

been suggested in various forms in the past 

fifteen years or so, the idea has not yet found its 

way into a comprehensive and practical design, 

and even less so to a large-scale application in 

real systems. We believe the main reasons for 

this are to be found in the lack of a sufficiently 

general tool to implement intelligence in a 

scalable way, and the lack of actionable schemes 

able to effectively implement decisions in 

complex systems, possibly combined with the 

lack of a broader view of the cognition-based 

system beyond the ad hoc application of some 

specific optimization techniques to a limited set 

of functionalities. In this respect, we think that 

cutting-edge machine learning and data analytics 

techniques, combined with some powerful 

networking paradigms, such as software defined 

networking, have the potential to bring cognitive 

networking techniques to the next level, by 

moving from the limited scope of a set of 

specific applications towards the development of 

a comprehensive framework in which large-scale 

unsupervised learning is the stepping stone and a 

key enabler of a wide range of optimization 

techniques for the whole network, as well as for 

its individual components. 

 

Could you please briefly introduce the most 

recent or relevant research work that you 

have contributed to the machine learning and 

data analytics particularly for cognitive 

networks research? (MZS) 

 

AZ+MZ: We have recently applied generative 

deep neural networks to develop content-aware 

resource management schemes for video 

streaming applications in a cognitive wireless 

network [1, 2]. The idea was to learn a 

generative model of the size (not the specific 

content) of encoded video frames, and train a 

linear classifier with the features extracted by the 

model to estimate the rate/distortion curve of 

each video sequence. This richer context 

information was then used in resource allocation 

and call admission control algorithms to 

maximize the utilization of a shared channel 

while guaranteeing a minimum video quality 

level to all users. This preliminary example 

shows how to realize content-based optimization, 

i.e., how to differentiate services according to the 

specific data carried by each flow, instead of 

based on macro categories, without inspecting 

the packet content, which is a remarkable result. 

In another case, we trained a generative deep 

neural network to learn the model of the wireless 

channel from the samples of the signal power 

received from the base stations, and then 

exploited the generative property of the model to 

predict the evolution of the wireless channel and 

proactively adapt all protocol layers [3].  

 

What would you say is the most unique and 

impressive aspect of this research work? 

(MZS) 

 

AZ+MZ: This work let us appreciate the 

potential of the hierarchical combination of 

generative deep neural network models and 

classification methods to describe and optimize 

complex systems that would be hardly 

approachable using more classic optimization 

techniques. The generative properties of deep 

neural networks have been exploited to extract 

latent features from the observable data (such as 

the correlation between frame size and 

quality/distortion characteristics of a video clip) 

that are but not easily captured by standard 

modeling approaches. The possibility to 

automatically extract context information from 
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unlabeled data opens up a number of possible 

optimization actions that can be tailored to the 

specificities of the operating scenario, thus 

improving the user experience and the efficiency 

of resource utilization. However, the application 

of the generative deep learning principles to 

network optimization is still in its infancy, and 

the design of an effective framework for network 

optimization based on such an approach poses a 

number of new scientific and technical 

challenges that still need to be systematically 

addressed, in order to fully unleash the potential 

of this new paradigm. 

 

How did you come to those ground-breaking 

findings? (MZS) 

 

AZ+MZ: There is a wealth of work regarding the 

application of machine learning techniques to 

network optimization problems. Yet, there is no 

widely accepted framework or methodology, but 

rather a plethora of ad hoc solutions for specific 

problems. Starting from this basic observation, 

we wondered what are the main roadblocks that 

hinder the development of a common, general 

approach for the systematic application of 

machine learning techniques to network 

optimization problems, and what can be the 

pillars for such a framework. Clearly, the 

complexity of modern communication systems 

and the variety of possible application scenarios 

have fostered the ad hoc application of specific 

ML techniques to a limited set of functionalities 

rather than the design of a sufficiently general 

tool to implement intelligence in a scalable way 

at the system level. However, new paradigms 

that have emerged only very recently in the areas 

of cognitive science (deep networks and 

generative models, which represent the system 

intelligence) and networking (software defined 

networks, which provide concretely useable 

actionable schemes to effect decisions) make this 

the right time for a disruptive change of 

paradigm and for realizing the ambition to bring 

cognitive networking techniques to the next level, 

by moving from the limited scope of a set of 

specific applications towards the development of 

a comprehensive cognitive framework. We 

believe that a key enabler in this process is 

represented by large-scale unsupervised learning, 

which has the potential to enable a wide range of 

optimization techniques for the whole network, 

as well as for its individual components. The 

main reason is that the unsupervised training of 

deep neural networks can be systematically 

applied to provide an abstract representation of 

heterogeneous inputs and features, which can be 

extremely difficult to model with more classical 

approaches. Although the design of the neural 

network topology and of the training process 

likely has to be specialized to the addressed 

scenario, still the framework can be reapplied in 

a variety of different cases.  

 

What were the main challenges that you had 

to overcome? (MZS) 

 

AZ+MZ: As mentioned, the systematic 

application of the unsupervised learning 

approach we proposed is still in its infancy and 

there are a number of challenges that need to be 

addressed to fully unleash the potential of such 

an approach. A first problem is that the design of 

deep neural network models is still largely 

handcrafted and based on the personal 

experience of the researcher. The lack of an 

automatic or well-defined methodology to 

determine the (several) parameters of a deep 

neural network for a specific task represents a 

serious obstacle to the systematic application of 

this approach in network optimization. A second 

critical aspect is related to the massive amount of 

data that is generally required to train such 

models and to the heterogeneity of such data. A 

related problem consists in the pre-processing of 

such data to make them suitable for neural 

network processing, which requires the 

harmonization of amplitude and time domains. A 

third issue has to do with the computational 

complexity of machine learning techniques. 

Traditional machine learning applications often 

require massive amounts of computation, and 

therefore have to rely on suitable computing 

resources. Distributed intelligence in networks, 

where heterogeneous nodes may include devices 

as simple as a sensor, may not have these kinds 

of capabilities, and new algorithms able to run 

on resource-constrained devices and in a 

distributed setting will have to be developed. 

 

How does that have implications for the real 

world? (MZS) 

 

AZ+MZ: As just discussed, applying these 

techniques in practical systems will require 

computational resources, data sharing, and 

adaptation capabilities. Fortunately, this is how 

communication systems are evolving. For 

example, 5G cellular systems will rely on 

Software Defined Networking, Network 

Function Virtualization and Network Slicing, 

and Self-X paradigms. This will make the 
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evolved networking infrastructure very 

“friendly” to the techniques we are discussing, so 

that their adoption, though not necessarily trivial, 

will be part of the envisioned roadmap. 

Challenges will remain, of course, for example 

how to deal with complexity and with 

computational needs, and how to reap the 

benefits of sharing data and context information 

while trying to preserve privacy and to promote 

competition. 

 

Would you please describe the lessons you 

learned to achieve this research outcome to 

help the reader avoid pitfalls in his own 

research work in this domain? (MZS) 

 

AZ+MZ: A major lesson we learned is that, in 

order to be effective in the design of a network 

with these capabilities, a broad system view 

needs to be adopted. Ad hoc and focused 

schemes, while very useful in their own right 

(i.e., to solve a specific problem) and in gaining 

understanding about the ability of machine 

learning techniques to address concrete problems, 

cannot be seen as an effective solution towards 

building an intelligent and adaptable networking 

infrastructure. A dialogue between researchers of 

different communities, including some who may 

seem very far from communications engineering, 

would prove very useful. As an example, our 

main collaborators in much of our recent work 

are from the General Psychology Department of 

our University. Another mistake we made at the 

beginning was to rely too heavily on these 

“automatic” techniques, as if they could by 

themselves magically solve all of our problems. 

The reality, instead, turned out to be that in order 

to successfully use machine learning techniques 

one must have a deep understand of the problem 

at hand, and make some effort (often by 

handcrafting and/or trial and error) in order to 

tune these techniques and to obtain effective 

solutions. A third aspect regards the training 

datasets. In fact, machine-learning algorithms, in 

particular those based on deep neural networks, 

require relatively large amounts of data for 

training. The creation of such datasets may be 

very time and resource consuming, in particular 

when data are obtained through experimental 

measurements. However, we found that the 

training burden can be alleviated by performing a 

pre-training of the algorithms on synthetic data, 

which can be obtained by means of simple 

mathematical models or simulations. The 

training can then be finalized by using a smaller 

amount of experimental data. Following this 

approach, it becomes possible to test machine-

learning algorithms on relatively small datasets 

of real measurements, thus enabling studies that 

would not be otherwise possible. Of course, the 

procedure needs to be applied with due care to 

avoid that the algorithms learn the structure of 

the synthetic data, rather than that of the actual 

data.  

 

Where will be your future research heading in 

the next two years? Would you please provide 

a few references in this direction? (MZS) 

 

AZ+MZ: After our initial architectural studies [1] 

and some early applications in the area of video 

resource allocation [2] and of context-aware 

mobility management [4], there are many areas 

in which we can fruitfully apply machine-

learning based optimization approaches. These 

include, for example: (i) prediction techniques 

for wireless channel conditions, so as to be able 

to improve scheduling and resource allocation, 

especially in a multi-user system in which the 

medium is shared and should be used as 

efficiently as possible [3]; (ii) algorithms to 

predict the future status of the battery of a mobile 

terminal, so as to decide how to manage the 

various tasks in order to enable the device to do 

useful work while optimizing the energy usage 

[5]; (iii) techniques to mine the data collected in 

a smart city environment, deriving from it useful 

guidance and trends to be used for scheduling 

and planning purposes [6]; (iv) an architectural 

concept that takes an energy- and context-centric 

approach, where energy optimization as the 

guiding metric relies on learning and adaptation 

to environmental changes (including, but not 

limited to, interference, channel conditions, 

instantaneous traffic, mobility, interactions) [7]. 

 

References: 

[1] M. Zorzi, A. Zanella, A. Testolin, M. De 

Filippo De Grazia, Marco Zorzi, “Cognition-

based networks: a new perspective on network 

optimization using learning and distributed 

intelligence,” IEEE Access, vol. 3, pp. 1512–

1530, 2015.  

[2] A. Testolin, M. Zanforlin, M. De Filippo De 

Grazia, D. Munaretto, A. Zanella, M. Zorzi, M. 

Zorzi, “A machine learning approach to QoE-

based video admission control and resource 

allocation in wireless systems,” in Proc. IEEE 

13th Annual Mediterranean Ad Hoc Networking 

Workshop (MED-HOC-NET), Jun. 2014. 
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Machine learning and data analytics are now 

considered as emerging technologies to be 

integrated with the future cognitive networks 

to introduce some intelligence in these 

networks. What do you think about this 

marriage and why it is important to integrate 

machine learning and data analytics with 

cognitive networks? (MZS) 

 

EH: As we all know, future generation 

communication networks will need to support a 

huge variety of applications using the limited 

network resources (which include infrastructure 

as well as spectrum resources) to serve an ever-

increasing number of users in a cost-effective 

manner (e.g. with a reduced CAPEX and OPEX 

from an operator’s perspective).  This will 

obviously require more intelligence in the design 

and implementation of the network architectures 

and protocols. Data analytics and machine 

learning techniques can be used to make “more 

informed” decisions on network dimensioning, 

infrastructure deployment, as well as protocol 

design (e.g. for access control, load balancing, 

resource management, traffic engineering, etc.).  

Therefore, I view this marriage between 

“cognitive networks” and “data analytics and 

machine learning” to be very natural. With the 

evolution of software-defined networks (SDNs), 

the SDN controllers in such “cognitive 

networks” should be able to use these techniques 

to improve the capacity, flexibility, and users’ 

quality of experience in these networks.  

 

Could you please briefly introduce the most 

recent or relevant research work that you 

have contributed to the machine learning and 

data analytics particularly for cognitive 

networks research? (MZS) 

 

EH: I and my research group have been working 

in the area of “dynamic spectrum access” and 

“cognitive radio networks” for some time (since 

2007).  In the following paper, we used 

supervised and unsupervised learning-based 

classification techniques for cooperative 

spectrum sensing in dynamic spectrum access-

based cognitive radio networks.  

 

[1] K. G. M. Thilina, K. W. Choi, N. Saquib, and 

E. Hossain, "Machine learning techniques for 

cooperative spectrum sensing in cognitive radio 

networks," IEEE Journal on Selected Areas in 

Communications - Cognitive Radio Series, vol. 

31, no. 11, November 2013, pp. 2209-2221. 

 

In another of our work below, we investigated 

the problem of learning (or estimating) the 

channel parameters (e.g., primary users’ activity 

pattern, channel gains from primary users to 

secondary users) for a cognitive radio system in 

the absence of any explicit cooperation between 

primary and secondary users.  More specifically, 

we modeled a cognitive radio system by a hidden 

Markov model (HMM) and used a modified 

expectation maximization (EM) algorithm to 

find the channel parameters.  

 

[2] K. W. Choi and E. Hossain, "Estimation of 

primary user parameters in cognitive radio 

systems via hidden Markov model," IEEE 

Transactions on Signal Processing, vol. 61, no. 3, 

pp. 782-795, Feb. 2013. 

 

What would you say is the most unique and 

impressive aspect of this research work? 

(MZS) 

 

EH: The work in [1] is one of the premier works 

on the application of machine learning for 

cooperative spectrum sensing.  The cooperative 

spectrum sensing techniques proposed in [1] are 

more adaptive than the traditional techniques 

since they are capable of implicitly learning the 

surrounding radio environment. Also, they can 

provide better detection performance compared 

to the traditional techniques.  

 

The novelty of the work in [2] lies in that it 

delves into the mathematical structure of the 

channel parameter estimation problem in 

cognitive radio networks. More specifically, it 

uses the theory of equivalence and identifiability 

of an HMM to derive the conditions under which 
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the true channel parameters can be found. Based 

on this analysis, a modified EM algorithm is 

developed to learn the channel parameters. 

 

How did you come to those ground-breaking 

findings? (MZS) 

 

EH: As I have mentioned before, we started 

working on “cognitive radio” around 2007 and 

were looking at some of the fundamental 

problems in designing networked cognitive radio 

(CR) systems. Spectrum sensing and dynamic 

spectrum access are among the key concepts for 

designing CR systems. It was kind of natural to 

consider machine learning techniques and how 

they can be used for distributed spectrum sensing.  

We first worked on a pattern recognition-based 

linear fusion rule for cooperative spectrum 

sensing where the linear coefficients were 

obtained by using the Fisher linear discriminant 

analysis. This is probably one of the first 

investigations on the application of artificial 

intelligence (AI)/pattern recognition technique 

for spectrum sensing. The results appeared in the 

paper below: 

 

[3] K. W. Choi, E. Hossain, and D. I. Kim, 

"Cooperative spectrum sensing under random 

geometric primary user network model," IEEE 

Transactions on Wireless Communications, vol. 

10, no. 6, pp. 1932-1944, June 2011. 

 

After this work, we started considering other 

AI/machine learning techniques and 

subsequently developed the paper [1] above.  

 

We also considered the problem of distributed 

and non-cooperative opportunistic spectrum 

access problem in CR systems. Traditionally, the 

carrier sensing techniques, which use the concept 

of “listen-before talk”, are used for spectrum 

access. However, these techniques do not 

necessarily have any “learning” capability. We 

therefore started working on spectrum access 

methods which possess the capability of learning. 

Subsequently, we developed a method to learn 

the primary user traffic pattern in real time and 

use the acquired/learnt information for efficient 

spectrum access while limiting the probability of 

collision with the primary users below a target 

limit. The work appeared in the paper below:  

 

[4] K. W. Choi and E. Hossain, "Opportunistic 

access to spectrum holes between packet bursts: 

A learning-based approach," IEEE Transactions 

on Wireless Communications, vol. 10, no. 8, pp. 

2497-2509, August 2011. 

 

Later, we looked more into the theoretical 

aspects of the problem of estimating the channel 

parameters in a CR system and that’s how paper 

[2] was developed.  

 

I would not say all of the above work are ground 

breaking. Nonetheless, they all showed novel 

applications of machine learning in the area of 

wireless communications. 

 

What were the main challenges that you had 

to overcome? (MZS) 

 

EH: I think the challenge was to get familiar with 

the related literature on machine learning/AI 

techniques. This is a common challenge in any 

“multi-disciplinary” type of research. 

 

How does that have implications for the real 

world? (MZS) 

 

EH: The ideas of “cognitive radio” and 

“cognitive networks” in general make a lot of 

sense when we talk about future generation ultra-

dense, distributed, adaptive, and self-organizing 

networks. The fundamental concepts of 

“cognitive radio” and “cognitive networks” will 

be vital in the context of next generation 

networks. Therefore, I think the works 

mentioned above will serve as very useful 

references for researchers (from both academia 

and industry) in this area.  

 

Would you please describe the lessons you 

learned to achieve this research outcome to 

help the reader avoid pitfalls in his own 

research work in this domain? (MZS) 

 

EH: Till date, a large amount of research efforts 

has been spent in this area of “cognitive radio” 

and “cognitive networks” and “dynamic adaptive 

systems”. It is very important to study the 

existing state of the art carefully before starting 

to work on a problem in this area. It is more 

efficient/productive for a new researcher to look 

into a new problem/system model and/or a new 

machine learning tool applied to an existing 

problem. An in-depth understanding of the tool 

at hand can result in a solid research result.   

 

Where will be your future research heading in 

the next two years? Would you please provide 

a few references in this direction? (MZS) 
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EH: In the near future, I plan to apply machine 

learning techniques (including deep learning 

techniques) for radio resource allocation, energy 

harvesting, adaptive caching, mobile offloading, 

and wireless network “softwarization”-related 

problems in the context of 5G and beyond 5G 

cellular networks. Recently, we have looked into 

the potential applications of different multi-

armed bandit (MAB) models (which are 

basically sequential optimization problems based 

on learning) in the context of 5G networks [5]: 

 

[5] S. Maghsudi and E. Hossain, "Multi-armed 

bandits with application to 5G small cells," IEEE 

Wireless Communications, vol. 23, no. 3, June 

2016, pp. 64-73. 

 

What do you say are the challenges that 

machine learning and data analytics would 

face when they are applying to cognitive 

networks? (MZS) 

 

EH: For practical implementation of a machine 

learning-based method in a cognitive network, it 

is desirable that the method will provide high 

accuracy in detection/classification/estimation 

and also it is fast enough (e.g., in terms of 

training time). Meeting these two requirements 

could be challenging in a highly dynamic 

network.   
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Machine learning and data analytics are now 

considered as emerging technologies to be 

integrated with the future cognitive networks 

to introduce some intelligence in these 

networks. What do you think about this 

marriage and why it is important to integrate 

machine learning and data analytics with 

cognitive networks? (MZS) 

 

RC: First of all, cognitive network design is 

evolving beyond link level spectrum intelligence, 

extending the notion of cognition to the network 

level and system level. In short, a fully cognitive 

device should be able to make smart decisions 

based on the learning over the whole system 

state space (where spectrum state is just one 

dimension). However, learning and taking 

actions over large and ill-modelled state space is 

challenging with traditional methods. On the 

other hand, machine learning techniques such as 

deep neural networks could build efficient state 

space to action mapping by just learning over 

data (possibly large size). As such, it is a natural 

marriage to integrate machine learning into 

cognitive network design.  

 

Could you please briefly introduce the most 

recent or relevant research work that you 

have contributed to the machine learning and 

data analytics particularly for cognitive 

networks research? (MZS) 

 

RC: First, learning over raw data is not efficient. 

Instead, we should learn over selected features 

abstracted from the raw data. Thus, our first line 

of research efforts is to design efficient 

algorithms to learn a subset of features from the 

raw data under certain learning machine models 

(such as logistic regression). One recent work 

will appear at IEEE TSP, which is also 

downloadable from Arxiv:  

(https://arxiv.org/abs/1602.03963). 

 

Second, we have been trying to apply various 

statistical learning techniques to gain network 

cognition. For example, in our recent work 

“Sensing Statistical Primary Network Patterns 

via Bayesian Network Structure Learning” 

appeared in IEEE TVT 2017, we applied a 

Bayesian learning approach to model and predict 

primary network dynamics, which is critical in 

building network level cognitive actions.  

 

Third, we have been building highly efficient 

online learning machines based on submodular 

optimization, as many data analysis work 

involves finding a targeted subset from a large 

ground set. An example publication “Streaming 

Algorithms for News and Scientific Literature 

Recommendation: Submodular Maximization 

with a d-Knapsack Constraint” could be found at 

https://arxiv.org/abs/1603.05614. 

In addition, we have done some work in the 

distributed learning aspect (with a focus on 

detection and estimation), which is useful in 

designing future large-scale cognitive networks. 

Example publications are:  

 

“Distributed Kalman Filtering Over Massive 

Data Sets: Analysis through Large Deviations of 

Random Riccati Equations” appeared at IEEE 

TIT 2015 and “Distributed Kalman Filtering 

with Quantized Sensing State” appeared at IEEE 

TSP 2015.  

 

A more comprehensive introduction to the 

related field could be found in our newly edited 

book “Big Data over Networks”, published by 

Cambridge University Press in 2016.  

 

What would you say is the most unique and 

impressive aspect of this research work? 

(MZS) 

 

RC: With machine learning, we could design 

new systems with less dependence on models, 

and make the design flow more data driven. As a 

communication engineer, we could leverage the 

recent development in computing technologies. 

Such a communication vs. computation 

integration is the most unique and impressive 

aspect for research along this line.  
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How did you come to those ground-breaking 

findings? (MZS) 

 

RC: I probably won’t call it “ground-breaking” 

as we have simply pushed the integration line 

between computation and communication. As a 

communication researcher, I have been 

struggling to find meaningful communication 

problems to work on in the previous years, 

which has become more challenging as most 

model-based problems have been well studied 

(either done or extremely hard to solve). Then it 

naturally arrived at the point of thinking why 

shouldn’t we shift to computation-driven from 

model-driven, given all the exciting news from 

the computer science community?   

 

What were the main challenges that you had 

to overcome? (MZS) 

 

RC: I think I got a hard time to learn how to bear 

with research results which are not endorsed by 

beautiful theories; instead, most claims have to 

be validated by carefully laid-out numerical 

experiments.  

 

How does that have implications for the real 

world? (MZS) 

 

RC: The communication industry is eager to 

integrate AI into their future designs. We have 

been working with several industry partners on 

various real-world applications. The current 

results and feedbacks are promising.  

 

Would you please describe the lessons you 

learned to achieve this research outcome to 

help the reader avoid pitfalls in his own 

research work in this domain? (MZS) 

 

RC: One important lesson learned is that we 

should not cut off our previous research efforts 

and blindly jump into the machine learning field. 

We should utilize our advantage and focus on the 

integration between machine learning and 

communication design. For example, in machine 

learning, there are quite many parameter tuning 

efforts involved. If you know your design goal in 

the communication aspect, you could use your 

past experience to design a better learning 

machine than a pure computer scientist without 

communication background.  

 

Where will be your future research heading in 

the next two years? Would you please provide 

a few references in this direction? (MZS) 

 

RC: Feature selection, cognitive statistical 

inference, and distributed learning. Please refer 

to my earlier review on recent research results 

for references.  

What do you say are the challenges that 

machine learning and data analytics would 

face when they are applying to cognitive 

networks? (MZS) 

 

RC: Extremely large state space and action space, 

and highly dynamic evolution in the system; 

difficulty in collecting meaningful (labelled) data 

from real networks; diversified time-scale 

requirements over different layers of 

learning/action operations. As such, it is very 

difficult to design a unified machine learning 

framework to stratify our needs in cognitive 

network design.  
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in 2014. He was the recipient of the IEEE 
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